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List of Function Test

Part

Category . Test Category |TCID Test Item TC Result
0.
ORG-TR-FUNC-001 UDP Ingest
ORG-TR-FUNC-002 SRT Ingest
1 Live Ingest ORG-TR-FUNC-003 RTMP Ingest
ORG-TR-FUNC-004 Ingest reconnect under loss
ORG-TR-FUNC-005 Input Redundancy
ORG-TR-FUNC-006 cmaf init segement validity
2 CMAF
ORG-TR-FUNC-007 Segement duration stability
ORG-TR-FUNC-008 Manifest creation timing
. 3 Manifest ORG-TR-FUNC-009 Manifest stability
Orign Streamer / —
1 ORG-TR-FUNC-010 Manifest Filtering
Transcoer
ORG-TR-FUNC-011 multi-channel service
Channel ORG-TR-FUNC-012 Origin Restart (no DRM)
4 Maangement -
. ORG-TR-FUNC-013 Crawling Text
Service
ORG-TR-FUNC-014 Stream override
ORG-TR-FUNC-015 Multi Profie Encoding & ABR
ORG-TR-FUNC-016 GOP Alignment
5 Transcoder ORG-TR-FUNC-017 SCTE-35 Sginal generation
ORG-TR-FUNC-018 Multi layer logo insertion
ORG-TR-FUNC-019 Audio level adjustment
ENC-FUNC-001 CMAF init segment validity
CBCS/CENC ENC-FUNC-002 CBCS/CENC encryption
6 .
Encryption ENC-FUNC-003 Clear Key playback
. ENC-FUNC-004 SPEKE v2 key retrieval
2| Encryption :
DRM-FUNC-001 License playback
DRM-FUNC-002 Unauthorized playback
7 DRM -
DRM-FUNC-003 Key rotation
DRM-FUNC-004 DRM continuity on origin restart
ORIGIN-HA-001 Active/Active origin
8 HA
. ORIGIN-HA-002 Init segement stability
Origin Streamer —
3 HA 9 Crypto ORIGIN-HA-003 Crypto state continuity
ORIGIN-HA-004 Manifest persistence
1 rvi
0 Service ORIGIN-HA-005 Channel restart
E2E-HA-001 Single node failure
3 . E2E-HA-002 Node Recovery
Live Origin
11 E2E-HA-003 Site Failure
Streamer
E2E-HA-004 Origin restart mid-sgement
E2E-HA-005 Origin Shield failover validation
E2E-HA-006 DRM continuity on origin failover
12 |Crypto
E2E-HA-007 Key rotation during failover
13 Shield E2E-HA-008 Origin Shield node failover
4|End to End HA le
E2E-HA-009 Origin Shield site failover
L. E2E-HA-010 Full site A blackout
14 | Multi-Site
E2E-HA-011 Site recovery
o E2E-HA-012 Alert validation
15 |Monitoring
E2E-HA-013 Failover event visibility
E2E-HA-014 72-hour streaming stability
Origin Streamer
16 Aging Test E2E-HA-015 Origin streamer CPU stability
E2E-HA-016

Origin streamer memory stability




ORIGIN STREAMER TEST CASES

Project Name

CDN Update for Monomax Service

Tester

Test date

Test Category

ORIGIN STREAMER / TRANSCODER

SCOPE

Origin Streamer AND Transcoder functional validation for live ingest, CMAF packaging, manifest behavior, fallback

streaming, and service recovery.

Test Environment

Live ingest generated on a PC using OBS Studio and FFmpeg, delivered to Live Origin Streamer via UDP, SRT,
and RTMP. Content is packaged as clear CMAF and served through CDN for playback validation.

6.12 -> UDP (.11) SRT
7.12 -> DRM vs Clean

PART # CATEOGRY TEST ITEM CONFIGURATION HOW TO TEST EXPECTED RESULT TC RESULT
ABR UDP stream ingest from both FHD elemental source and 540p
satellite source
1280x720: 3mbps
1920x%080: 6mbps
e UDP MPEG-TS source (IGMPv2, v3) 1) Send UDP TS using ffmpeg or hardware encoder e Stream starts
ORG-TR-FUNC-001 UDP Ingest ¢ CBR TS, PAT/PMT valid 2) Start origin channel e No continuity counter error
e Origin Streamer UDP listen port configure 3) Request manifest and play via player e Stable playback
{
"url": "srt://206.54.2.150:4361?mode=caller&passphrase=oW5TulnELTEqpD30fUpJO6&latenc:
"netTimeout": "3s",
"forceClean": true,
"transcoders": {
"dropVideoSource": true,
"dropAudioSource": true,
"disableHwDecoder": true,
"video": [
{
¢ SRT listener mode 1) Start SRT sender ¢ Input lock achieved ”ﬁ;tef"i "fOfflegt"f
"args": "pix_fmts=yuv420p"
ORG-TR-FUNC-002 SRT Ingest e Caller/Listener configured 2) Verify origin receives input e Stable playback b g PR
e Latency configured (e.g. 200ms) 3) Play via CDN/player * No packet loss visible t “fier”: "wupload”
3
{
"bitrate": 18000000,
"codec": "hevc_nvenc",
"preset": "p4",
"profile": "main",
"gopSize": 50,
"width": 3840,
"height": 2160
Today'sMostRead MNext h024 A
‘ Aor o
658260
F*737 0.11%
RTMP push endpoint enabled 1) Push RTMP stream ST e Y
L ] L ] Lot e
ORIGIN'FUNC‘003 RTMP Ingest .pus en pOIn enable 2) Start Channel accep e — hitp:/'{sltvﬂfonnrcm—hzlckun.cdn.3hhlv.cnm:lX()X()/rtmp.strcam/mam:cjt:mnd .
e GOP a“gned enCOder . e Stream p|ays normally _oo!i;g%)aa,, {"url":"rtmp://10.106.8.6:1935/SET_Pack/Bloomberg_6M.stream", "forceClean":true}
3) Request manifest o
Attack
08725
+0.0001 0%
e
B the Circuit || 15308
1 Live Ingest SRT streams continues to run after network port is reopened
[root@4CH-MuliVW-84 stream-root]# curl localhost:18081/api/streams/srt.stream | jq ".status"
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
L] 9 2325k @ ==lemics emienie- t==i== 2325k
‘CH-MuI\W-!A stream-root]#
[root@4CH-Mulivw-84 stream-root]#
[[:g:::i::::{:::::: :t::z:;:zt%: sudo iptables -I INPUT -s 206.54.2.150 -j DROP
[root@4CH-Mulivw-84 stream-root]#
. . [root@4CH-MuliVW-84 stream-root]# curl localhost:18081/api/streams/srt st_re.jm“l jq ".status*
e SRT or RTMP ingest 1 Inject. packet .Ioss/Jltter (tc/netem) * Origin auto-reconnects B * "' MR lea wioadlotsr Spet  Left Speed
ORG-TR-FUNC-004  |Ingest reconnect under loss 2) Stop input briefly . . I 1165 © O NERRISTk | G —i—-i— —-i-oi—- 137K
* Reconnect enabled ) e Channel continues without manual reset o . .. oo roet}e
3) Restore |npUt [root@4CH-MuliVw-84 stream-root]#
[root@4CH-Mulivw-84 stream-root]# sudo iptables -D INPUT -s 206.54.2.150 -j DROP
[root@4CH-MuliVW-84 stream-root]#
[root@4CH-MuliVW-84 stream-root]#
[root@4CH-MuliVW-84 stream-root]# curl localhost:18081/api/streams/srt.stream | jq ".status*
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
lGI' 2332 100 2382 L] ® 2326k 0 —elemies cnlesies -- 1== 2326k
[:;o:é‘iéﬂ-nultw-u stream-root]#
Stream changes curl -s -X PUT -H "Content-Type: application/json" -d '{"url":
g
- Consistent segment numbering “udp://239.0.20.142:5000?
- No reload needed localaddr=10.3.9.101&fifo_size=10000000&overrun_nonfatal=1"}'
http://localhost:18081/api/streams/failover-test.stream/change-
- No PI k Error
o Playbac (o] source
* Both inputs decoded correctly
¢ No instability when both present
. o ¢ Automatic switch to Backup on Primary loss
1) Start both ingest pipelines .
. ) * No channel restart required
2) Verify both TS streams via ffprobe .
. . . ’ ;  No crash / freeze / long buffering
. ¢ Primary + Backup input configured 3) Confirm transcoder locks to Primary . . .
Input Redundancy & Auto-Failover . . . . ) e (If designed) Automatic switch-back or stable manual recovery
ORG-TR-FUNC-005 (Primary/Backup) * Two identical streams available 4) Stop Primary input
e Auto-switch enabled 5) Observe failover behavior
6) Rest Pri i t s . . .
7; OTJS ore Frimary m;)uh . API for stream switching (https://castisdev.github.io/streamer/
SErVe recovery behavior docs/resource/api/#%EB%9ID%BCKHEC%ID%BA%EBBE%SC-
HEC%8A%AANED%BA%BEUEB%A6%BC-%EB%82%BA%EC%ID%98-
%EC%86%8CHEC%BA%AAL-%ECK%A0%B8%EC%B2%B4)
e No throttling
CMAF outout bled 1)R tinit ¢ directl ¢ Valid fMP4 header ent-0-a1-17033.mds
d 0 33.mds
ORIGIN-FUNC-006 cmaf init segment validity MP4 ou kpu ) enable 21 equei ||.1t|hsegr;1den |/r1(:efc yb e Track IDs correct e
[ ]
packaging nspect with mp4dump/ffprobe « No decoder error
2 CMAF
1) Capture 20+ consecutive segments
. - . 2)P ifest (MPD/m3u8) for declared durati Durati ithin tol More than 5 Min consecutive playback verified with
ORG-TR-FUNC-007 Segment duration stability e Target segment duration (e.g. 2s) ) Parse manifest ( . /m u. ) for e.c .are urations *bura .on wi .|n. olerance . L . piay .
3) Extract actual durations using mediainfo/mp4box ¢ No drift or missing segments JASTV onsite (monitoring with playback quality)
4) Calculate variance, drift, and consistency
Manifest regenerate after server restarted
latest.el9.x36 64.dir]# curl -1 localhost:1B888/clean540. strean/nanifest .mpd?nanifest filter
1) Start channel Eot."x"llﬁ“’n L 33 dor 2028 19:00:01 O
ORG-TR-FUNC-008 Manifest creation timing ¢ Channel auto-start enabled ) . . . . ¢ Manifest available 4.d1 1 sys CORERE
2) Measure time until manifest available 4dirle corl -1 anttest .mpdznanttest_tilter
:(:e§§:(ont;?l;lll%-ﬂr:g?:‘l;7;7 o
E::F&%;E:’l:}h Apr 2026 19:02:13 GMT
) ) o More than 5 Min consecutive playback verified with
. . . . o . 1) Continuously request manifest ¢ No invalid tags . . .
ORIGIN-FUNC-009  |Manifest stability * Live manifest sliding window _ _ o JASTV team onsite (monitoring with curls requests to
2) Observe updates over time ¢ No discontinuity unless expected .
manifest)
3 Manifest
1) Request manifest with query string for Basic tier
?manifest_filter=video_height:240-480
2) Verify only SD profiles returned
3) Request with Standard tier
?manifest_filter=video_height:240-720
4) Verify SD + HD profiles returned
e Full ABR ladder configured (SD / HD / UHD) ) y . P . . .
) . o 1 5) Request with Premium tier (no filter or full ladder range) ) . . )
e Middleware assigns service tier (Basic / Standard / . . . . ¢ Only authorized renditions visible per tier
Premium) ?manifest_filter=video_height:240-2160 or no parameter N tricted profil g
[ ]
remium . o . 6) Verify full ABR ladder returned ° rt.as ricted proiies 'EXpOS(.:_‘
e Player appends manifest filtering parameter in query . ¢ Manifest syntax remains vali p://stg-onprem-backup.cdn. v.com: clean .stream
Pl d fest filt t Manifest synt lid http://st backup.cdn.3bbt 28080/clean/fhd.st /
Manifest Filtering via Quer strin 7) Request without query parameter e Playback successful for allowed profiles manifest.mpd?manifest_filter=video_height:320-360
ORG-TR-FUNC-010 ) g Y & ) ) o 8) Verify default tier behavior (define expected default ladder) Y ) o o . * - :
String ¢ CDN configured to forward manifest filtering query 9) Send invalid filter value e Default policy applied if header missing (per design) http://stg-onprem-backup.cdn.3bbtv.com:28080/clean/fhd.stream/ fonehatec Brese/iae
string and include in cache key >manifest filter=invalid value e Invalid tier handled correctly (deny or fallback) manifest.mpd?manifest_filter=video height:1050-1100 fosnifetand R S s
e Origin filtering enabled based on query string ) e e . * No cross-tier cache leakage
10) Verify proper error handling or fallback behavior . .
parameter . . ) * No manifest corruption under concurrent requests
Cache k lized f st filt 11) Repeat requests to validate cache behavior (confirm cache HIT and
[ ]
ache key normalized for manifest_filter no cross-tier cache bleed)
12) If dual parameters supported, test with:
?
aws.manifestfilter=video_height:240-720&manifest_filter=video_height:
240-720
13) Verify parameter precedence and cache separation behavior
In multi GPU settings. We can safely guarantee 2-3
4K ABR channel per GPU NVIDIA RTX Quatro 4000 (benchmark)
[root@4CH-MuliVW-04 streamer-latest.el9.x86_64.dir]# curl -s localhost:18881/api/streams | jq '[.[]
| {id, source}])’
1) Create multiple channels e All channels start successfully
lti-ch | ice & e Multiple channels configured (UDP/SRT/RTMP/HLS/ |2) Modify one running channel configuration * No cross-channel impact
ORG-TR-FUNC-011 ?hu ¢ laLlj\fne s:arwce DASH mix) 3) Start multiple channels simultaneously ¢ Channel modification applies correctly I o
M annett eiyc € « Different profiles assigned (HD/UHD/HDR/SDR) 4) Stop one channel while others running * Stopping one channel does not affect others
anhagemen ¢ System resource monitoring enabled 5) Delete one channel ¢ Deleting one channel releases resources properly LA R
6) Monitor CPU/memory during operations ¢ System remains stable under load
[root@4CH-MuliVW-84 streamer-latest.el9.x86_64.dir]# curl localhost:18081/api/streams/clean540.strea
m | jq ‘{status, source}'
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
100 3968 100 3968 0 9 3867k @ --ie-i== =miemie= ==ie-:i-= 3867k
- “status”: “"Running”
H "Ildr‘://;‘i:l 0.21.41:50007pid=481
ORIGIN-FUNC-012 | Origin Restart (no DRM) " Statelessmode 1) Restart origin process/node * Channel recovers automatically o ST T S
¢ Channel config persisted 2) Request manifest again ¢ No full reconfiguration needed ja s R 4 il
. e DLl S T oa1 | Spent®Let¥Speed
100 39668 100 3968 ] ® 3867k 0 =-immiee mmleeie- i==i== 3867k
4 “status": "Running”,
“source": "udp://239.0.21.41:50007pid=481&pid=482"
[’luul@4‘:H-‘|ul\W-€4 streamer-latest.el9.x86 64.dir]#
¢ Crawling text appears correctly on assigned channels
¢ Updates applied without stream interruption
¢ Schedule triggers at correct time
1) Create crawling text task for multiple channels e Stopping on one channel does not affect others
2) Start channels and verify text overla i i i
« Multiple channels running ) Y / Yy ¢ Deleting task removes overlay immediately
. . ) . 3) Update text content while running * No cross-channel impact
ORG-TR-FUNC-013 Crawling Text Service & ¢ Crawling text content configured 4) Modify schedule time )
Lifecycle Managemen * Speed, position, font style configured . * System remains stable under load
Schedule defined diate + timed) 5) Stop crawling text on one channel
[ ]
Channel chedule defined immediate +time 6) Delete crawling task
4 Management 7) Monitor CPU/memory during operations
Service
= Insert something here
Override stream with /api/change-source with existing media file | " RSS2 Content.Type: applicationfison” -d |
"url": "udp://239.0.20.41:5000?localaddr=10.3.9.101&fifo_size=10000000&overrun_nonfatal=1",
"defaultUrl": "udp://239.0.21.42:5000?
localaddr=10.3.9.101&fifo_size=10000000&overrun_nonfatal=1",
"timedAlternativeUrl": "pl:///override1",
"override1": [
(“scheduled“: "2020-01-01T00:00:00",
"repeat": true,
"items": [
: { "filePath": "dif. mp4" }
])
"failoverCount": 1,
j; http://localhostﬂ 8081/api/streams/override-test.stream
* Seamless switch to fallback when ingest fails
* Emergency overrides fallback immediately
. . o ; 1) Start channel with primary ingest ; After emergency ends, system returns to fallback if ingest still
e Primary ingest configure . . own
2) Stop primary ingest
Stream Override & Priority ® Backup promtional slate configured 3; Verﬁ\ffallbaZk slgate activates * When ingest is restored, stream returns to normal
ORG-TR-FUNC-014 Management (Fallback + * Emergency asset registered . . ¢ Playback continues without interruption
£ ) Priority rule defined 4) Trigger emergency during fallback
mergenc e Priority rule defined:
gency lorty ru 5) Cancel emergency o . . .
Emergency > Fallback >normal ) ) API for stream switching (https://castisdev.github.io/streamer/
6) Restore primary ingest .
docs/resource/api/#%EB%9D%BC%EC%9D%BA4%EB%B8%8C-
%EC%BA%AA%ED%B8A%BB%EB%A6%BC-%EB%82%BA4%EC%ID%98-
%EC%86%8CHEC%BA%AAL-%ECHA0%B8%ECY%B2%B4)
/I Change-Source API
curl -i -X PUT -H "Content-Type: application/json" -d '{"url":
"pl:///override1"} http://localhost:18081/api/streams/override-
test.stream/change-source
{
"forceClean":true,
"fragmentDuration": "200ms",
"transcoders": {
) "dropVideoSource": true,
) ' ' 1) Start transcoding job with ABR ladder « All renditions generated correctly https://stg-onprem-main.cdn.3bbtv.com:18443/clean/uhd.stream/ | ‘dropaudiosource’: true,
e Multiple output profiles configured (SD/HD/UHD) ) . ; . ifest.mpd "video": [
Multi-Profile E di & ABR « Fixed ABR ladder defined 2) Verlfy all renditions generated e GOP allgned across all proﬁles manifest.mpd {"codec": "h264_nvenc", "width": 1920, "height": 1080, "bitrate": 12000000, "preset": "p5", "profile": "high", '
ulti-Fronie encoding . ey . . . _ _ - {"codec": "h264_nvenc", "width": 1280, "height": 720, "bitrate": 5000000, "preset": "p5", "profile": "high", "¢
ORIGIN-FUNC-015 Ladder Management « GOP alignment enabled 3) Inspect keyframe alignment across renditions * Seamless bitrate switching SEE (ORG-TR-FUNC-016) { "codec": "h264_nvenc® "width": 2, "height": 480, "bitrate": 2500000, "preset": "pd", "profile": "main’, gd
« Mixed frame rate inputs (25/50 fps) 4) Switch p|ayer bitrate during p|ayback e No frame drops or sync issues ]{"codec": "h264_nvenc", "width": -2, "height": 360, "bitrate": 1200000, "preset": "p4", "profile": "main", "gc
5) Monitor CPU/GPU usage * Resource usage stable under load "audio” |
{
"filter": "loudnorm",
"args": "I=-17"
b
{"codec": "aac", "bitrate": 128000 }]
}
}
100 GOP size configured
g X <
ORG-TR-FUNC-016 GOP alignment * Fixed GOP size 1) Analyze output segments ® GOPs aligned across all profiles
¢ Aligned across renditions 2) Compare keyframe timing e Suitable for CMAF packaging
1) Start live channel * SCTE-35 packet correctly inserted in TS with accurate PTS ¥ ' ‘ e 243000000 LANAED-CURATION 240 60000 ENO-OATE 2026-047TIE0004 147
s T di 2) Use Origin API to schedule SCTE-35 event (cue-out with defined ¢ Cue timing aligned with segment boundary
ranscoding e Origin SCTE Scheduler APl enabled duration) ¢ Manifest contains correct signaling (no malformed tags)
ORG-TR-EUNC.017 SCTE-35 Event Generation & End- |® Transcoder supports SCTE-35 insertion in MPEG-TS 3) Capture output TS and verify SCTE-35 PID via analyzer e Cue duration matches scheduled duration : T o 53 im0 anaimet b ;
to-End Signaling ¢ HLS/DASH packaging enabled (CMAF optional) 4) Request HLS/DASH manifest during cue period » Seamless playback (no freeze / AV sync issue) % ieanion
e Test channel running (live input) 5) Verify correct marker insertion (e.g., DATERANGE / EventStream) ® Return-to-program executed correctly e
6) Observe return-to-program after cue duration * No cross-channel impact e ety bt '
7) Repeat under multiple concurrent channels ¢ System stable under load A ‘
Watermarked Stream
‘:;.Egm Bmax 1
) 1) Start transcoding with multiple logos Logos rendered in correct order
¢ Up to 4 logo layers configured ) . . ing Wi uftip g * 08 !
. 2) Verify layering order e Transparency preserved
Multi-Layer Logo & Overlay * PNG/JPG/GIF assets . . . )
ORIGIN-FUNC-018 . 3) Update one logo dynamically ¢ Dynamic update applied without restart
Rendering ¢ Transparency enabled . . .
. - . 4) Remove one layer during runtime * Removing one layer does not affect others
e Position & priority defined ) .
5) Monitor resource usage * No performance degradation
// Loudness config for standardizing volumes across
streams(channels)
"transcoders": {
"audio": [
. 1) Start t ding job Audi di t f t
Audi ) ¢ AAC and Dolby E configured ) a'r ransc.:o N8 JO . * AUClo encoding correc. orma' {.. S "
udio Encoding & Level o 2) Adjust audio level for Main ¢ Level changes applied immediately filter": "loudnorm",
ORG-TR-FUNC-019 |, . * LUFS monitoring enabled ’ . L . "
justment . 3) Adjust audio level for Backup e LUFS values within expected range args": "l=-17
¢ Independent Main/Backup level control o . )
4) Measure LUFS output * No clipping or distortion }
{
"codec": "aac",
"bitrate": 128000
}
]



srt://206.54.2.150:4361?mode=caller&passphrase=oW5TuInELTEqpD30fUpJO6&latency=120000&rcvbuf=536870912&pid=101&pid=201
http://stg-onprem-backup.cdn.3bbtv.com:18080/rtmp.stream/manifest.mpd
https://castisdev.github.io/streamer/docs/resource/api/#%EB%9D%BC%EC%9D%B4%EB%B8%8C-%EC%8A%A4%ED%8A%B8%EB%A6%BC-%EB%82%B4%EC%9D%98-%EC%86%8C%EC%8A%A4-%EC%A0%88%EC%B2%B4
udp://239.0.20.142:5000?localaddr=10.3.9.101&fifo_size=10000000&overrun_nonfatal=1
http://localhost:18081/api/streams/failover-test.stream/change-source
http://stg-onprem-backup.cdn.3bbtv.com:28080/clean/fhd.stream/manifest.mpd?manifest_filter=video_height:320-360
https://castisdev.github.io/streamer/docs/resource/api/#%EB%9D%BC%EC%9D%B4%EB%B8%8C-%EC%8A%A4%ED%8A%B8%EB%A6%BC-%EB%82%B4%EC%9D%98-%EC%86%8C%EC%8A%A4-%EC%A0%88%EC%B2%B4
udp://239.0.20.41:5000?localaddr=10.3.9.101&fifo_size=10000000&overrun_nonfatal=1
udp://239.0.21.42:5000?localaddr=10.3.9.101&fifo_size=10000000&overrun_nonfatal=1
pl:///override1
http://localhost:18081/api/streams/override-test.stream
pl:///override1
http://localhost:18081/api/streams/override-test.stream/change-source
https://stg-onprem-main.cdn.3bbtv.com:18443/clean/uhd.stream/manifest.mpd
udp://239.0.21.41:5000?fifo_size=10000000&overrun_nonfatal=1&pid=481&pid=482

ENCRYPTION

Project Name CDN Update for Monomax Service Tester Test date

Functional testing of Origin Streamer CMAF packaging and CENC encryption with Axinom DRM
Test Category ENCRYPTION SCOPE integration, including license issuance, key rotation, and playback validation under normal and
failure scenarios.

Live ingest generated from a PC using OBS and FFmpeg. Streams are ingested into the Origin Streamer, packaged
Test Environment as CMAF, encrypted with CENC, and integrated with Axinom DRM. A customized web app using Shaka Player is
used only as a test tool to verify license issuance and encrypted playback.

Manifest KID
Scheduling

PART # CATEOGRY TEST ITEM CONFIGURATION HOW TO TEST EXPECTED RESULT TC RESULT

Segment show DRM signals

curl -s localhost:18080/udp.cenc.stream/segment-0-v4-20453.ts | xxd | grep -iE "pssh|widev|cenc|9ad4|edef"
: [L9. oo

000032f0: 3919 f946 2767 a9dc 5b4c 3918 fab6 9a04 F'g..
e schm scheme_type = cbcs or cenc 00008870: 450c 9128 edef 5856 37f0 795e bic4 7dad
A - 000321a0: cf80 ee8b ed3d 318e eeld d39%e bde8 9a04
* Encryption enabled (cbcs, cenc) 1) Start encrypted channel e tenc box present 00039ae0: 5775 fcaa 2fca bc6d 4605 d931 edef 75fc
CMAF init segment validit ¢ CMAF output enabled (HLS fMP4 and/or DASH) 2) Fetch init.mp4 e default_IsEncrypted = 1 9693d560; a4bd ?:3 ;/:: sec 21t ;;;a 9204 237¢

= el: a e D 230 2 e a
ENC-FUNC-001 g y . P . . P - ] yp 00079900: €773 0f8c 9a04 38ee 3962 0024 db36
(CBCS, CENC) * Key via SPEKE v2 or Static KID/KEY 3) Inspect using mp4dump * Correct KID signaled 00085090: 0652 b617 e37c edef 0925 f6bS 8489 5e39
) o ] ) 00086100: 1255 ba81l da7b 6576 9a5d 9ddb dfd4 9a04
* DRM enabled or disabled (structure validation only) 4) Verify scheme typ * Pattern encryption parameters present 00093400: edef 3ela 8e20 7c32 Sccf 99e4 Safa bdb2
. 0009a040: 8265 8bb3 a3d4 39 fca2 f07a 14d7 9e5d
¢ PSSH box present (if DRM enabled) 000a2810: 7edd 5334 8503 9a04 fcc3 795a ficc
000aab50: 1cle a2d2 edef 31d4 ecle 9105 daed
[root@4CH-MulivwW-04 streamer-latest.el9.x86_64.dir]#

CBCS and CENC confirmed on manifests

[root@4CH-MuliVW-04 streamer-latest.el9.x86 64.dir)# curl localr :18080/udp.cenc.stream/fmpd.noll_manifest.mpd | grep c
enc
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total § Left Speed

100 3682 100 3682 (] @ 1797k 0 --:i--: : 1==i== 1797k
. <MPD xmlns:xsi="http://www.w3.0rg/2001/XMLSchena-1instan urn:mpeg:dash:schema:mpd: " xsi:schemalLocation="urn:
[ ] Med|a samples encr‘ypted mpeq:dash:schema:mpd:2011 //standards.iso.org/ittf/PubliclyAvailableStandards/MPEG-DASH_ a_files/DASH-MPD.xsd" x
mlns:cenc="urn:mpeg:cen xmlns:msp rn:microsoft:p eady" urn:mpeg:dash:profile:isoff-live:2011" type

Y CBCS: pattern encryptlon app”ed (Crypt/sklp blocks) ="dynamic® availabilityStartTim T00:00:002" mini dat T4.0000005" tim ftBufferDepth="PT32.0008

] H 805" suggestedPresentationD, J 00005 publishTime : 9Z* minBufferTime="PT4.0000005">

* Encrypt]on enabIEd (Cbcs' Cenc) 1) Capture medla Segments ('m4s) ° CENC' fu” Sample AES CTR encrypﬁon 2 <ContentProtect c . <rh2—wldllri ) ash:mpdprotection

. . . . <ContentProtection valu c* schemeldUri ash:mpdprotection
* Same key configuration 2) Inspect encryption related boxes . [rO0tGACH-Mu1 (Vi-04 streaner-latest.e19.x86_64.dir )¢ -

. . . . . . ° NO Un|ntended Clear payload [root@4CH-MulivW-04 streamer-latest.el9.x86_64.dir]# curl localhost:18080/udp.cbcs.stream/fmpd.noll_manifest.mpd grep c
e Key rotation disabled (baseline test) 3) Verify pattern encryption fields . bes
o CMAF comphant fragments % Total % Received % Xferd Average Speed Time  Time Time Current
Dload Upload Total S| Left Speed

° NO Segment Corrupﬁon 100 3682 100 3682 0 @ 3595k 0 --:-- :== 3595k

<ContentProtection v p="cbcs* schemeldUri="ur ash:mpdprotection:2611" /
<ContentProtectior cbes® schemeldUri="ur ash:mpdprotection:2611" /
[root@4CH-MuliVW-04 streamer-latest.el9.x86_64.dir]#

CBCS, CENC media encryption

ENC-FUNC-002 T
validation

Clear Channel Configured

Below : cenc manifest vs clear manifest

CH-Mulivw-04 streamer-latest.el9.x86_64.dir]# curl localhost:18086/udp.cenc.stream/fmpd.noll_manifest.mpd | grep

e tection
6 CBCS/CENC % Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent
100 3682 100 3682 0 0 1797k
<ContentProtection value="cenc* dUri="urn:mpeg:dash:mpdprotection:2811"

¢ Shaka Player 1) Load encrypted manifest <ContentProtection schemeIdUri="urn:uuid:edefBbad-79d6-dace-a3cB-27dcd51d21ed

° Playback SUCCESSfUl <ContentProtection schemelduri=" 1uuid:9a047079-9840-4286-ab" 65be0885f95"
_ _ ° ] ] <ContentProtection value="cenc i="urn:mpeg:dash:mpdprotection:2611" /
ENC-FUNC-003 Clear Key playback Clear Key manually configured 2) Configure Clear Key «Noli X Sl L T R e i <1 g Ry e
e No li 3)s lavback O license reques <ContentProtection schemeIduri=" 2041679-9840-4286-ab92-265be0885195
O license server ) tart p ay ac [root@4CH-MulivW-04 streamer-latest.el9.x86 64.dir]# curl localhost:180808/udp.stream/fmpd.noll _manifest.mpd | grep Conten
tProtection
% Total Time Time Time Current
Total Spent Left Speed
100 3118 100 3118 0 $--te- —-i--g t-- 3044k
[roi -Muliww-04 streamer-latest.el9.x86_64.dir]#

e Start encrypted channel
e Monitor CPIX request

o Verify KID returned

¢ Fetch init.mp4

1) CENC enabled
® SPEKE v2 key retrieval (Axinom) 2) SPEKE v2 endpoint = Axinom
3) Static key removed

SPEKE v2 Key Acquisition

ENC-FUNC-004 )
(Axinom)

y rotation

5656365 393€ SABLE] Video: 854x480 2.5Mbps avcl.4d401f
mp4a.40

PEFELED ) Video: 854 0 2.5Mbps avcl.4d4e1f

56563652d39
23139

87.8 Mbps

[root@MPP-LiveTCUHD-1B logs]# curl localhost:18081/api/streams/udp.cenc.stream | jq
{
"id": "udp.cenc.stream",
"source": "chain:///udp.clean.stream",

"status": "Running",

L
"chunkDuration": "5000ms",
"fragmentDuration": "200ms",
"maxChunkCount": 16,
"playlistChunkCount": 8,
"sessionAttribute": {
"url": "chain:///udp.clean.stream",
"drm": {
"cryptoPeriod": "180s",
"protectionScheme": "cenc",
"retryCount": 0,
"retryWaitTime": "1000ms",
"connectTimeout": "1000ms",
"recvTimeout": "1000ms",
"maxSdPixels": 500000,
"maxHdPixels": 3000000,
"maxUhd1Pixels": 8847360,
"axinom": {
"kmsUrl": "https://653cf205.key-service-management.axprod.net/api/SpekeVv2",
"tenantld": "653cf205-5841-41f0-acdc-b73a7f6024b4",
"managementKey": "daa9a469-343e-44db-b385-5e648244ceb8"
}
}

b
"sync": {
"source": "chain: lean ",
"period": {
"id": 0,
"availabilityStartTime": "2026-04-02700:08:10.829760",
"pts": 46997.2

* Axinom DRM enabled 1) Start encrypted Channel ° License issued [root@MPP-LiveTCUHD-1B logs]# curl localhost:18081/api/streams/udp.cbcs.stream | jg

DRM-FUNC-001 Axinom DRM License playback | e Valid content ID 2) Play using test player « Playback starts {
. . "id": "udp.cbcs.stream"”,

e Playback policy allowed 3) Observe license request "source" "chain:///udp.clean stream",

"status": "Running",

"started": "2026-04-02T720:47:41.326131",

"receivedBytes": 0,

"representations": [

{

L
"chunkDuration": "5000ms",
"fragmentDuration": "200ms",
"maxChunkCount": 16,
"playlistChunkCount": 8,
"sessionAttribute": {
"url": "chain:///udp.clean.stream",
"drm": {
"cryptoPeriod": "180s",
"protectionScheme": "cbcs",
"retryCount": 0,
"retryWaitTime": "1000ms",
"connectTimeout": "1000ms",
"recvTimeout": "1000ms",
"maxSdPixels": 500000,
"maxHdPixels": 3000000,
"maxUhd1Pixels": 8847360,
"axinom": {
"kmsUrl": "https://653cf205.key-service-management.axprod.net/api/SpekeVv2",
"tenantld": "653cf205-5841-41f0-acdc-b73a7f6024b4",
"managementKey": "daa9a469-343e-44db-b385-5e648244ceb8"
}
}
b
"sync": {
"source": "chain: lean ",
"period": {
"id": 0,
"availabilityStartTime": "2026-04-02700:08:10.828343",
"pts": 46997.2
}
}
}
[root@MPP-LiveTCUHD-1B logs]#

Playback blocked when not using Entitlement on Player

Stream Sattngs  Player Sattings  HTTP Sattings ~ MaU

hitpistg-onprem-backup. o

i D L' i Sthl;v: URL
DRM-FUNC-002 Unauthorized playback * Axms>m RM etnabled' 1) Attempt playback without entitlement * License denied
¢ Invalid or missing entitlement ¢ Playback blocked Losd Stream

Key rotation after Crypto Period Config.
Tested Intervals : 1m 3m 10m

7 DRM

YFORMAT="urn:

e Axinom DRM enabled 1) Run stream beyond rotation interval * New key applied hln 2 I R A

DRM-FUNC-003 Key rotation * Rotation interval configured 2) Monitor playback * No playback interruption

Somnt-0-v1-16

Different KID is distributed into different resolution (via m3u8 monitoring|

curl http://stg-onprem-main.cdn.3bbt :28080/udp.cbe:

HEXTM3U

HEXT-X-INDEPENDENT-SEGMENTS

HEXT-X-MEDIA:TYPE=AUDIO, AUTOSELECT=YES, DEFAULT=YES, GROUP-ID="ag1",LANGUAGE="en" NAME="a1", URI="noll_index-al.m3u8"
HEXT-X-STREAM-INF:BANDWIDTH=12128000,RESOLUTION=1920x1080,CODECS="avc1.64002a,mp4a.40.2", AUDIO="2g1"
noll_index-v1.m3ug

4B :BANDWIDTH=5128000,RESOLUTION=1280x720,CODECS="avc1.640020,mp4a.40.2" AUDIO="ag1"
noll_index-v2.m3u8

HEXT-X-STREAM-INF:BANDWIDTH=2628000, RESOLUTION=854x480,CODECS="avc1.4d401f,mpda.40.2", AUDIO="2g1"
noll_index-v3.m3u8
HEXT-X-STREAM-INF:BANDWIDTH=1328000,RESOLUTION=640x360,CODECS="2vc1.4d401f,mp4a.40.2",AUDIO="2g1"
noll_index-v4.m3u8

curl ht in.cdn.3bbty 28080/udp.ch fmpd.noll_index-vl.m3u:
HEXTM3U
HEXT-X-VERSION:7

Key pe r Tag ( H D/S D) I M u |t| - HEXT-X-MEDIA-SEQUENCE:11206
D R M -F U N C-OOS HEXT-X-TARGETDURATION:4
K DRM t HEXT-X-KEY:METHOD=SAMPLE-AES, URI="data:text/plain;base64, AMAAOHBZc2gAAAAAT e +LaXnWSs6]yCfc1R0N7QAAABESEDAONZYOZWQALWIINMtY2ZI88almwY=" KEYI
ey suppor HEXT-X-KEV:METHOD=SAMPLE-AES, URI=" 465-6438-2d62-35 )7CCOBCELFFF 6B3AA2E6752", KEYFORMAT="com.appl i
HEXT-X-MAP:URI="init-0-v1.mpa"
HEXT-X-PROGRAM-DATE-TIME:2026-04-03704:13:59.5924272
HEXT-X-PROGRAM-DATE-TIME:2026-04-03704:14:27.5924272
HEXTINF:4.000000,
segment-0-v1-11213.m4s
curl ht in.cdn.3bbty 28080/udp.ch fmp4.noll_index-v4.m3u:
HEXTM3U
HEXT-X-VERSION:7
HEXT-X-MEDIA-SEQUENCE:11206
HEXT-X-TARGETDURATION:4
HEXT-X-KEY:METHOD=SAMPLE-AES, URI="¢ , AAAAOHB: L jyCfc1ROR7QA 2RhOGUALTIO: ", KEYID=0x3233376: 2032346
HEXT-X-KEV:METHOD=SAMPLE-AES, URI="skd://32333764-6138-6538-2d3 E58991; 813C" KEYFORMAT="com apple.streamingkeydelivery" KEYFORMATVERSIO
HEXT-X-MAP:URI="init-0-v4.
HEXT-X-PROGRAM-DATE-TIME:2026-04-03704:13:59.5924272
HEXTINF:4.000000,
segment-0-v4-11212.m4s
HEXT-X-PROGRAM-DATE-TIME:2026-04-03T04:14:27.592427Z
HEXTINF:4.000000,
segment-0-v4-11213.mds

y", KEYFORMATVERSIONS=

Restart Streamer and Re-curl the DRM streams

[root@4CH-MuliVW-04 streamer-latest.el9.x86_64.dir]# curl localhost:18080/udp.cenc.stream/fmpd.noll_manifest.mpd | grep (
ontentProtection
% Total % Received % Xferd Average Speed Time Time ime Current
Dload Upload o Spent Left Speed
100 3682 100 3 [} 0 3595k D] == ==i==:== 3595k
tProtection value="cenc" Uri="urn:mpeg:dash:mpdprotection:2011
schemeIdUri=" : f8ba9-79d6-4ace-a3c8-27dcd51d21
schemeIdUri="urn: 204f079-9840-4286-ab92-e65bel;
value="cenc" h Uri="urn:mpeg:dash:mpdprotection
schemeIdUri=" : f8ba9-79d6-4ace-a3c8-27dcd5
tProtection schemeIdUri=" 41879-9840-4286-ab92-e65!
streamer-latest.el9.x86
streamer-latest.el9.x86 i systemctl restart castis-st r.service
streamer-latest.el9.x86_
streamer-latest.el9.x86_64.dir]# curl localhost:18080/udp.cenc.stream/fmp4.noll_manifest.mpd | grep C
ontentProtection
% Total % Received % Xferd Average Speed Tim Time Time Current
Dload Upload T Spent Left Speed
100 69 100 6 () 0 23000 Q -- -- 23000

DRM ConﬁHUIty on origin ° AXInom DRM enabled ° Llcense remaInS Valld [root@4CH-Mulivw- streamer-latest.el9.x86_64.dir]# 1 localhost 080/udp.cenc.stream/fmpd.noll_manifest.mpd | grep C
.. . P

.. . . 1) Restart origin streamer durmg playbaCk . Dn-':ggét;?wrr;(ﬂ:e:eivea % Xferd Average Speed Time  Time Time Current

restart e Origin restart during live ¢ Playback continues BI0ad (UnioadMiiotalmspent  Left Speed

100 69 100 [} 0 69000 Q -- - == ==i==:== 69000

[root@4CH-MulivW- streamer-latest.el9.x86_64.dir]#

[root@dCH-Mul iV~ streamer-latest.el9.x86 64.dir]# curl localhost 080/udp.cenc.stream/fmpd.noll manifest.mpd | grep C

ontentProtection

% Total % Received % Xferd Average Speed Tim Time

Dload Upload To Spent

DRM-FUNC-004

100 3252 100 3252 0
0 Protection C
tProtection T f8ba9-79d6-4ace-a3c8
Protection eme I -9840-4286-ab92-e
Protection value="cenc" sche
Protection schemeIdUr ur
otection schemeIdUri="ur
[root@dCH-MuliVW-04 streamer-latest.el9.x86_64.c



chain:///udp.clean.stream
chain:///udp.clean.stream
https://653cf205.key-service-management.axprod.net/api/SpekeV2
chain:///udp.clean.stream
chain:///udp.clean.stream
chain:///udp.clean.stream
https://653cf205.key-service-management.axprod.net/api/SpekeV2
chain:///udp.clean.stream
http://stg-onprem-main.cdn.3bbtv.com:28080/udp.cbcs.stream/master.m3u8
http://stg-onprem-main.cdn.3bbtv.com:28080/udp.cbcs.stream/fmp4.noll_index-v1.m3u8
http://stg-onprem-main.cdn.3bbtv.com:28080/udp.cbcs.stream/fmp4.noll_index-v4.m3u8

ORIGIN STREAMER HA

Project Name CDN Update for Monomax Service Tester Test date
- Validate Origin Streamer high availability and failover behavior
Test Category ORIGIN STREAMER HA SCOPE - Verify seamless or minimal-disruption failover for live channels

- Confirm segment, manifest, and crypto state continuity

Test Environment

The test environment includes active and standby origin streamers with shared object storage for
segment and state persistence. Live ingest is delivered via SRT, with the standby origin in warm-

ready mode. Testing focuses on origin-level high availability and failover behavior

PART # CATEOGRY TEST ITEM CONFIGURATION HOW TO TEST EXPECTED RESULT TC RESULT
E2E CDN were setup with Cache Server having 3 Origin Nodes.
Playback on GSLB and Proxy -> No errors were found - No
quality of stream were compromised
(Verified with onsite playback with JASTV team)
origins:
T rigin streamer n Active/Acti , . ) ) , A"‘"’“?”‘: “/test/.x$
* SWO ° f' st Iea : odt?s ( Cu;e{h ct'n./e.) 1. Start live channel on both origin ¢ Channel resumes without reconfiguration -rcj:r'\\ter:; I 15
) , . e Same channel configuration on both origins . : . . . match-pattern: ~/test/(.*
ORIGIN-HA-001 Active/Active origin & . g. 2. Verify segment generation and playback ¢ Continuous playback without restart, with replace: /$1
¢ Cache proxy (cproxy) handles failover logic . . origin-urls:
T . 3. Kill one origin process short rebuffer - url: http://stg-onprem-main.cdn.3bbtv.com:18080
e Active-first routing strategy at cache layer host: stg-onprem-main.cdn.3bbtv.com
- url: http://stg-onprem-main.cdn.3bbtv.com:28080
host: stg-onprem-main.cdn.3bbtv.com
- url: http://stg-onprem-backup.cdn.3bbtv.com:28080
host: stg-onprem-backup.cdn.3bbtv.com
failover-responses: [404]
8 HA
Continuous segments with consistent numbering were captured
while streaming, even with node restarts
SEDASH  Roference
1. Start live channel . . . 2 | Moo e o peonieer
. Kagi bled 5. Capture init t before fail ¢ Init segment remains compatible
. . . ackaging enable . Capture init segment before failover .
ORIGIN-HA-002 Init segment stability P sing . .p o g. ¢ No codec or track mismatch
¢ No forced channel restart on failover 3. Trigger origin failover . .
o . e Existing players continue playback
4. Capture init segment after failover
Continuous Key rotation after we shut down an origin node.
(Verified with onsite playback with JASTV team)
nc.stream/init-0-v1.mpé
1. Start encrypted live channel avcl.4da03a (2160p, 720,
e CENC enabled (ClearKey or DRM) > Begin pl ybp K £ H " less|
. . .. . Begin playbac ¢ Encryption continues seamless
9 Crypto ORIGIN-HA-003 Crypto state continuity ® Same crypto configuration on both origins .g P y . s . y
. . 3. Trigger origin failover * No decryption error
e Stateless or synchronized crypto handling
4. Observe playback
Config stored in directory and not memory.
(Manifest consistency is confirmed with HA and E2E
testing Node shutdowns and recovery, no manifest
error)
[root@4CH-MuliVW-04 stream latest.el9.x86_64.dir)# 1s
bin i ata
¢ Manifest persisted or deterministically . . .
1. Start live channel ¢ Manifest always available e . ¥ 12000500
. . regenerated . . LETMeEO R bLtrate” 112 .
ORIGIN-HA-004 Manifest persistence . 2. Continuously request manifest * No 404 or empty response %6080, “pre
¢ Channel metadata stored outside process ] . . . . . . ) . =y
3. Trigger origin failover * Timeline remains monotonic ‘height"; 489, “bitrat ) “preset': 'pe”, *
memory ‘height": 368, “bitrat 2 , ‘preset': ‘p4°®, *
?‘bl hers*:
10 Service K .‘S:".',[ W At :
url®™: ®chain:///udp.clean.strean
.stream config is stored in streaming server’s directory
i . . 1. Start live channel e Channel restarts automatically as files on disk, where its read by streamer. Channels
¢ Channel configuration persisted o . .. .
ORIGIN-HA-005 Channel restart « Transcoder remains running 2. Restart origin process * No manual re-creation are always restarted based on existing .stream files
3. Observe channel recovery * Playback recovers (Confirmed with HA and E2E testing Node shutdowns
and recovery)




E2E HA

Project Name CDN Update for Monomax Service Tester Test date
This test verifies the end-to-end high availability of the Monomax CDN live service by simulating node,
Test Category E2E HA SCOPE site, and network failures and confirming uninterrupted playback, seamless failover, and proper

monitoring visibility.

Test Environment

The test environment is a multi-site CDN setup with redundant transcoders, origins, and origin shields. Live
streams are ingested via SRT and UDP using HEVC with Dolby audio, with DRM enabled for HLS, DASH, and

CMAF outputs. Monitoring and alerting are active across all components.

E2E Setup

Test Playback
From GSLB

And Edge CProxy

GSLB > POP >
CNT > Shield >
3 x Origins

Test with

- Dash-Reference
- Onsite Playback
- Log agg. Grafana

PART # CATEOGRY TEST ITEM CONFIGURATION HOW TO TEST EXPECTED RESULT TC RESULT
- 1 Origin turned off (main-1)
- Log shows traffic stops flowing to
(main-1 and go to remaining 2 origin
nodes)
- Smooth Playback No Errors
fzoash  foforence
Single node failure (intra- |« Channel configured with 2 origin/transcoder nodes 1) Start live channel * Origin Shlelc! retrles.anot.he'r noc.ie _
E2E-HA-001 . . . . . AT e Stream continues with minimal interruption
site) e Origin Shield configured with multi-origin failover 2) Force stop one node . )
¢ Failed node removed from active poo
- Stopped Origin is brought back
- No stuttering or error detect (via
console)
fazoasH  foference
E2E-HA-002 Node recover At least failed nod 1) Restart failed node * Node becomes available again to Origin Shield
- — [ ]
Y cast one fatled node 2) Verify node availability e Traffic gradually restored
- Main-1 and Main-2 turned off
- Log shows traffic flows to only Backup-2
- No stuttering or error detect (via console)
Live Origin . . . or}girr]?:";i;p://stg-onprem-main.cdn‘3bbtv.com:18080
1 Streamer E2E-HA-003 Site failure (cross-site ¢ Multi-site deployment 1) Run channel on primary site e Origin Shield switches to secondary site nodes hoit=h:§9-379;em-main-fd";3bb;‘/-§gfgt .
- - = ri: H stg-onprem-main.cdn. v.com:
(Transcoder+JITP+ failover) ¢ Origin Shield multi-origin includes both sites 2) Simulate full site outage e Playback continues :ost: stz—onprgm—mgin.cdn?3bbtv.com
. - url: http://stg-onprem-backup.cdn.3bbtv.com:28080
Encryptlon) host: stg-onprem-backup.cdn.3bbtv.com
- Stopped Origin is brought back
- No stuttering or error detect (via
console)
Ostar 5513 Fork 1732
Origin restart mid- ) ) * Partial segment skipped or recovered
E2E-HA-004 e HLS / DASH / CMAF output enabled 1) Restart node during segment generation
segment * Player resumes at next segment
g
Origin CProxy Shield content retry logic
Fail ¥a Site
Failover Iogic1ﬂ‘|r‘i’] content °7i failover CDN
walsifiiazluwn Origin 3
Origin Shield failover igi ' i igi
E2E-HA-005 g . e Origin Shield configured with 2 origins per channel 1) Block origin node nejcwork * Shield retries next or.lgm
validation 2) Observe retry behavior ¢ No mass playback failure
L. . DRM streams underwent the same E2E
E2E-HA-006 DRM continuity on origin [ DRM-enabled stream 1) Start encrypted playback * Playback continues stop-start cycle tests and no Errors were
failover e Multi-origin setup 2) Trigger origin failover ¢ License remains valid y
detected
12 Crypto
Key rotation during DRM streams underwent the same E2E
E2E-HA-007 failover e Periodic key rotation enabled 1) Trigger failover during key rotation ¢ New segments use new keye Decryption succeeds stop-start cycle tests and no Errors were
detected
Player showed the redirect cycle for
content retries to Failover CDN failed then
try other Origin Nodes.
No stutter in this playback
E2E-HA-008 Origin Shield node failure |« Multiple shield nodes 1) Disable one shield node * Requests rerouted to healthy shield
13 Orign Shield
All ELB and Shield in Center-1 are turned
off.
E2E-HA-009 Origin Shield site failure e Shield deployed across sites 1) Simulate shield site outage * CDN fetches from alternate shield/site .
Log shows no traffic routed to Center-1
Player shows redirects but no stuttering or
streaming issues
All ELB and Shield in Center-1 are turned off
Log shows traffic stopped going to Center-1
Streams playable with no stutter
E2E-HA-010 Full site A blackout  Complete stack in Site A/B 1) Blackout Site A * All traffic served from Site B
14 Multi-Site
All ELB and Shield in Center-1 are restored
Streams continue without stuttering.
Log shows traffic coming back to Center-1
. . 1) Recover Site A .
E2E-HA-011 Site recovery e Site A restored 2) Observe traffic e Gradual traffic rebalancee No stream reset
E2E-HA-012 Alert validation e Alerts and thresholds configured 1) Trigger node/site failures e Correct alerts fired with severity
15 Monitoring
. T 1) Perform failover . .
E2E-HA-013 Failover event visibility ¢ Dashboards and logs enabled 2) Review dashboards * Failover events clearly visible
Traffic generation:
1) Start all 6 channels e Origin streamer runs continuously for 72h
72-hour continuous streaming 2) Run k6 + curl to continuously request manifests and segments y .
E2E-HA-014 o . . . * No crash or process restart Pendlng
stability for 72 hours via Origin Shield . .
. ¢ Streams continuously available
Origin * 4 origin streamer nodes (2 per site) Visual check:
g « 3 channels per node 3) Play selected channels using Shaka Player
16 Streamer !
. ¢ 5 ABR profiles per channel
Aging Test * Origin Shield multi-origin « CPU stable
E2E-HA-015 Origin streamer CPU stability 1) Observe CPU usage over 72h during load . Pending
* No abnormal spikes
Origin streamer memory . . e Memory usage stable .
E2E-HA-016 - 1) Observe memory usage in Grafana during 72h test Pending
stability * No memory leak trend




